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0 Prediction (2017)

“The next war will take place in
cyberspace!”
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. Conflictin 3D + all instruments of power
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0 3. Cyberspace

‘all entities ... digitally ... connected’ ___ e ————

J
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A

+ Virtual identities B
» Virtual objects .

« Software
+ Protocols, Firmware, Operating
Systems, Applications, efc.

» Data/content
* Hardware
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O Lelensky

Boris Johnson and Volodymyr Zelensky walked
through the center of Kiev, taking the locals by
surprise

4. Observations
. Hard cyber operations (*hacken’)
. Soft cyber operations (‘influencing’)
. IT-services & [T-infra
. (H)activists
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Virtual dimension

“The next war will take place in
cyberspace!”?e

* Indeed, it does, but ....
....iIn another way (TBC).
* However, although there's a war in

cyberspace, ....
.... there’s even more conflict in
cyberspace.

040. Hard cyber operations

* Caveats:
— Info limited (open sources)
— Identity ‘author’ unclear (attribution)
* RF / UA, proxies, hactivists
* Operations (i.a.):
- Limited (not executed)? .... Because?
- Ore
— Executed, but .....



OAffec’ring Virtual Identities

Virtual dimension

WVirtual

identities
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Ukraine: Disk-wiping Attacks
Precede Russian Invasion
v Destructive malware deployed against targets in Ukraine and other
[} countries in region in the hours prior to invasion.
H UPDATE February 24, 2022, 13:42- o
) - gcn
deployed
in Ukraine
Oldest known
Code-signing HermeticWiper Code-signing
ate issued sample compiled tificate revoked
2021-10-19 2022-02-23
2021-04-13 2021-12-28 2022-02-24
Oldest known Mass deployment of
sample HermeticWiper in

Virtual dimension

rience in that field

CYBERSCOOP

Russians allegedly storm Ukrainian ISP,
blackmail it to switch to Russian
networks




04b. Soft Cyber Operations

e Both sides:

— Armed forces, RF, UA, proxies, activists
* Goal: influencing audience

— Deception

- False flag etc.

— Recruiting

— Propaganda

— Public support

— Int'l public support
— Hack & Leak

IT services

As Tanks Rolled Into Ukraine, So Did
Malware. Then Microsoft Entered the

(IT-Army of Ukraine)
(Zelensky, Poetin)
(Snake Island)
(Fedorov)

= (0T Vies TV News Tech RscRoom

Twitter Launches Tor Onion
Service Making Site Easier to
Access in Russia

Twitter from censored countries.
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OAffec’ring ‘Psyche’
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Virtual dimension

040. IT-services & IT-infra

* Motives:
— Restrictions
— Commercial
- Ideological
— Neutral

(EU-sanctions; RF-law)
(Starlink)

(Microsoft, Allies)
(ICANN, RIPE)

Mykhailo Fedorov &
B A
, while you try to colonize Mars — Russia try to occupy Ukraine!
While your rockets successfully land from space — Russian rockets attack
Ukrainian civil people! We ask you to provide Ukraine with Starlink stations
and to address sane Russians to stand.

,43 ;; Elon Muska

Starlink service is now active in Ukraine. More
terminals en route.




04d. (H)activism

e Who:

— Proxies?2
— Anonymous, IT Armies, etc.
— Coordination, accountability

Ukrainian cyber resistance
group targets Russian power
grid, railways

0 ‘Unrestricted Warfare' (1999)

‘Unrestricted’:

. Means

. Medium/Vector

. Addressees (Target)

. Locus

. Rules (of Engagement)
. Conventions:
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Right now there is an active railway resistance in

ne’s Internet
Hidden Heroes'
o0 Keep Their

From Feb 26 to Mar 17, alarm, centralization & blocking
systems were disabled, many protective relay were
destroyed & transformers dismantled by Belarusian
activists.
B support #Uki in all possible ways

RAILWAY 4 v
RESISTANCE
2022

They're fixing internet in bombed-out buildings,
finding rogue operators providing Russians with
mobile connections and thwarting hackers. The
telecom companies of Ukraine and their
employees are being hailed as heroes in the war
with Russia.

05. Conclusions

e War in 3 dimensions, incl. virtual
* Synchronisation (land, air, cyberspace, EM)
e Hard: ‘War is complicated’
¢ Preparation/less visible/defences

* Conflict (in 3D) with DIME

« Soft: Information, audiences, services

* Proliferation
e Actors, IT-companies, targets, techniques

e Coordination & accountability?
¢ ‘Unrestrictedness’



